Contractor / Nonemployee Onboarding Checklist
The onboarding process below will grant new resources badges, their State ID’s and State email addresses.  Some external resources will be required to provide a valid background check.  Please check your agency policies for specific requirements
Onboarding Tasks
Obtain the following general information:
· Name 
· Company
· Work Location
· Project
· Role
· State and contractor email
· Primary phone number
· Date of birth 
· Last 4 of SOC==SN
· Assigned State of Ohio User ID). 
This information may be collected via an agency-generated form.
· Verify background check.
· Obtain signed Nondisclosure Agreement (NDA) (if required).
· Obtain acknowledgement of applicable policies (use of internet and email, data handling responsibilities, pertinent IT policies) (if required).
The PM or project coordinator saves a pdf copy of the forms in appropriate secured project folder. These may be transmitted and collected via email. Note: suggested procedures are that one pdf be provided for each contractor employee and labelled “Project_ contractor employee’s last name, first name_date”. 
· Obtain work space for the new resource.
· Process User ID and email set up request via ServiceNow. Note: it may take up to two weeks for the contractor employee to receive a state user ID and email. 
· Obtain building access card (building dependent)
· Secure log in credentials for all needed systems
· Complete and submit VPN request or Request for TCP/IP Access.
· Complete and submit request for any state-supported software (e.g. WorkFront) licenses. 
· Add new resource to distribution lists, project contact list, and to the weekly meetings.

[bookmark: _GoBack]This process may vary depending on your agency-specific policies.  
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